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1. Overall Description:

SA3 thanks CT1 for liaising.

On 5G-GUTI allocation during registration procedures.
SA3 requires that 5G-GUTI is assigned only in a security protected message – both ciphered and integrity protected. See Clause 6.12.3 of TS 33.501 – "A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security". Therefore, TS 33.501 requires the 5G-GUTI to be assigned in the Registration Accept message, which is a mandatory message during registration of type "initial registration" and "mobility registration update".
If UE Configuration Update procedure is to be used during registration to assign 5G-GUTI, following conditions would have to be met:

(1) For a Registration Request message of type "initial registration" and when there is no NAS security context at UE and AMF, the UE Configuration Update procedure shall not be used to assign 5G-GUTI before a successful authentication procedure followed by a successful NAS Security Mode Command procedure. 

(2) For a Registration Request message of type "mobility registration update", the UE Configuration Update procedure shall not be used before a successful verification of NAS integrity protection.
(3) For both registration types, further steps need to be carefully defined about behaviour when a UE Configuration Update procedure is followed by a Registration Reject.
The above-mentioned conditions introduce unnecessary security issue because more careful checks have to be specified at AMF and UE. The introduced issues are not only for standards, but also for implementation, tests, and assurance. There have been several recent research papers that have argued that such unnecessary complexities are detrimental to the security of the whole system 
In summary, while vendor implementations may have different behaviours, SA3 will not introduce any extra complexity in standards that could introduce security vulnerability and will not change Clause 6.12.3 in TS 33.501.
On 5G-GUTI allocation in relation to notification procedure over non-3GPP access.
SA3 understands that the UE is in 5GMM-CONNECTED mode over non-3GPP access and therefore the notification procedure is both ciphered and integrity protected. With that understanding, SA3 does not require that AMF sends new 5G-GUTI in the corresponding service request procedure over 3GPP access. 
Nevertheless, Clause 6.12.3 in TS 33.501 has the following note:

· NOTE 1: It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above. 
So, depending upon network's policy or vendor implementation, AMF may send new 5G-GUTI in this case. 

However, there is no need to standardize it.

2. Actions:

To CT1.

ACTION: 
SA3 kindly asks CT1 to take above answers into account.
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